
Power System Resilience: Experiences and 
Applications from International Projects

Dr. Mathaios Panteli
Assistant Professor, University of Cyprus

17th March 2022



Resilience is not a recent concept…

First reference to resilience in 1818!! June 1990



Google Scholar Search – “Power Network/System Resilience”
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What is really a HILP event?

Source: https://www.bbc.co.uk/news/uk-scotland-glasgow-west-52591605

“A bull with an itchy bottom knocked a transformer off an 

electricity pole as he tried to scratch his backside - and 

cut power to 800 homes.”

“Four-year-old Ron managed to avoid the box as it 

landed in his field, and escaped an 11,000 volt shock 

from the tumbling cables.”

"We went up to feed our cows and it was my husband that 

noticed the transformer box had been knocked off the pole.

"We put two and two together and realised our bull had been 

scratching against the telegraph pole and he had knocked 

the box off the pole. All the wires were down in the field as 

well."

https://www.bbc.co.uk/news/uk-scotland-glasgow-west-52591605


HILP Events in Power Systems

86,9%

67,2%

59,0%

59,0%

54,1%

50,8%

45,9%

34,4%

34,4%

32,8%

24,6%

23,0%

21,3%

18,0%

18,0%

13,1%

13,1%

13,1%

11,5%

4,9%

0,0% 10,0% 20,0% 30,0% 40,0% 50,0% 60,0% 70,0% 80,0% 90,0% 100,0%

Blackout

Seismic events

Cyber attack

Load Shedding

Snow / ice storms

Physical security

Floods

Solar / Geomagnetic storms

Terrorist threat

Superstorm / hurricane

Nuclear incident

Wildfires

Pandemic

Land slides

Drought

Industrial action

Electromagnetic impulse

Cyclones

Tsunami

Dense fog
International Survey, CIGRE WG C4.47 “Power 

System Resilience”



International Survey, CIGRE WG C4.47 “Power System Resilience”

Introduction

• Understand the profile of the participant entity

Resilience definition

• Is resilience incorporated within their entity, how it is understood, is it differentiated from reliability, 
etc.?

Methods and Metrics

• What are the methods and metrics used for resilience purposes and how they are utilised?

Boosting Resilience

• What is the approach adopted for reinforcing resilience?

Regulatory Frameworks

• Obtain insights in the regulatory frameworks that exist to encourage and incentivise resilience 
reinforcement



For more information on international survey



Covid-19 Pandemic: Going beyond “typical” HILP events

• During the coronavirus lockdown, electricity consumption was 

down across Europe by around 15%.

• Wholesale electricity across Europe is priced on an hourly 

basis for the day ahead, so abundant (renewable) supplies 

and weak demand saw prices go below zero at times. 

• Consumers who had signed up to flexible, real time tariffs 

with one UK energy supplier found themselves encouraged to 

use electricity when it went negative.

• Social, generation and network planning/maintenance 

impacts, etc. etc.

Source: https://www.bbc.com/news/science-environment-52943037

"But faced with this, and the challenges of staff getting ill 

and having to go off into isolation, just keeping the lights on 

and keeping the electricity system operating through this is 

a minor miracle in itself."

https://www.bbc.com/news/science-environment-52943037


CIGRE WG C4.47 Definition of  Resilience

the ability to limit the extent, severity and duration of system degradation following an 

extreme event.



For more information on CIGRE WG C4.47 resilience definition

https://e-cigre.org/publication/RP_306_1-defining-power-system-resilience

https://www.cigre.org/article/GB/news/the_latest_news/

defining-power-system-resilience

https://www.cigre.org/article/GB/rethinking-power-grid-resilience-

experiences-and-lessons-from-the-covid-19-pandemic

https://e-cigre.org/publication/RP_306_1-defining-power-system-resilience
https://www.cigre.org/article/GB/news/the_latest_news/defining-power-system-resilience
https://www.cigre.org/article/GB/rethinking-power-grid-resilience-experiences-and-lessons-from-the-covid-19-pandemic


Multi-Phase Resilience Assessment 

• Phase 1. 
Threat 
characterization

Geographic profiles

• Phase 2. 
Vulnerability 
assessment of 
system components

Fragility-driven 
approach

• Phase 3. 
Reaction of the 
system

Power systems 
analysis

• Phase 4. 
Restoration of 
the system

Probabilistic recovery

- Spatiotemporal 

threat modelling

- Empirical data 

and simulation of 

thousands 

scenarios

- Time- and hazard 

dependent failure 

probabilities

- Fragility-based 

assessment

- Spatio-temporal 

impact 
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Resilience Metrics – FLEP Resilience Metric System
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Resilience Metrics – Problem of  using average values



Average and Conditional Values of  Performance Metrics

CVaRα 𝑥 = 𝐸 𝑥 𝑥 ≥ 𝑉𝑎𝑅𝛼(𝑥)]

𝑉𝑎𝑅𝛼 (𝑥) = 𝑚𝑖𝑛 𝑥 | 𝑓𝑥 𝑧 ≥ 𝛼

Value at Risk

Conditional Value at Risk



“Forward Resilience Measures” project, UK



Resilience Tiered Approach



Quantitative Resilience Assessment Tool



Network Model and Data

Network Features:  572 transmission lines, 758 transformers, 741 

nodes (busbars), 270 substations, HVDC link Scottish Boundary
National Grid Future Energy Scenarios



Spatial and Temporal Hazard Simulator

- Fully flexible and modular simulator of extreme weather events

- Enables the user to define several critical features, and simulate random events as well as historical ones.



Spatial and Temporal Hazard Simulator



Breaking Point and Spatial Energy Not Supplied



Making the Network More Robust



Making the Network More Robust



Increasing Restoration and Recovery Times



Increasing Restoration and Recovery Times



Temporal Network Integrity Assessment



Network Options Assessment (NOA)

WHTI
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Reduced ENS during this 

windstorm by 6807.8 MWh

NOA Options – CGNC 



Future Energy Scenarios



User Web-Interface



AC Cascading Modelling for Resilience Applications

M. Noebels, R. Preece, M. Panteli, “AC Cascading Failure Model for Resilience Analysis in Power Networks”, IEEE Systems Journal (2020)

Modelling of Protection Mechanisms Cascading Propagation

Open Source:

https://github.com/mnoebels/AC-CFM

https://github.com/mnoebels/AC-CFM


Dynamic Cascading Failure Simulator for Renewable-Rich Systems

 

https://github.com/YitianDai/Dynamic-cascading-
failure-simulator

RES Penetration level 

(%) 
10 20 30 40 50 60 

Inertia level (GVA∙s) 17.01 16.33 14.38 13.57 12.88 9.05 

COI frequency nadir 

without FFR (p.u.) 
0.991 0.987 0.985 0.981 0.977 0.976 

Required 

BESS capacity 

(MW) 

 Near  

 RES 
0 12 36 60 132 192 

 Near 

 demand 
0 12 30 66 132 186 

 

 

Application on Texas Power System

https://github.com/YitianDai/Dynamic-cascading-failure-simulator


Resilience-Driven Investment Planning and Decision-Making: 
Application to Chilean Transmission System - Earthquakes

R. Moreno et al., "From Reliability to Resilience: Planning the Grid Against the Extremes," IEEE 

Power and Energy Magazine, vol. 18, no. 4, pp. 41-53, July-Aug. 2020



Investment Options
• New lines and transformers

• to create alternative “routes” to transfer power and provide redundancy, or additional reactive power to 

operate the network under “weaker” conditions when several network assets are outaged due to HILP 

events (“bigger”).

• Substation, tower, and other equipment hardening

• to make the system more robust and “stronger” against HILP events.

• Shorten response times 

• by increasing expenditure in enhanced stocks of network assets and equipment, more repair crews, and 

more online monitoring and control solutions.

• Installation of new flexible network technologies

• such as special protection schemes, energy storage units, FACTS, HVDC, etc. so as to make the system 

more flexible to adapt to different conditions post-fault, helping to mitigate consequences of HILP events.

• Installation of distributed energy resources

• such as microgrids, distributed generation, etc., to provide localized energy solutions when the main 

system fails.



Ranking of  reliable and resilient network enhancement options 

Rank Enhancement EENS [MWh] Rank Enhancement CEENS [GWh]

1 L: HVDC link 348 1 L: HVDC link 38

2 L: Laberinto - Cumbre 392 2 Ss: C. Navia 43

3 L: Ciruelos - Pichirropulli 523 3 Ss: A. Jahuel 43

4 L: Cautin - Charrua 580 4 Ss: Charrua 44

5 L: Ciruelos - Cautin 617 5 Ss: Crucero 45

6 Ss: Crucero 696 6 L: Laberinto - Cumbre 46

7 Ss: C. Navia 696 7 L: Ciruelos - Cautin 46

8 Ss: A. Jahuel 696 8 L: Cautin - Charrua 46

9 Ss: Charrua 696 9 L: Ciruelos - Pichirropulli 46

10 Base case 696 10 Base case 46

Reliability Resilience

Tomas Lagos, Rodrigo Moreno, Alejandro Navarro, Mathaios Panteli, Rafael Sacaan, Fernando Ordonez, Hugh Rudnick, and Pierluigi Mancarella, “Identifying Optimal 

Portfolios of Resilient Network Investments Against Natural Hazards, With Applications to Earthquakes”, IEEE Transactions on Power Systems, Oct. 2019 



Optimal portfolio solutions for resilience enhancement for 
different budgets

Rank Enhancement EENS [MWh] Rank Enhancement CEENS [GWh]

1 L: HVDC link 348 1 L: HVDC link 38

2 L: Laberinto - Cumbre 392 2 Ss: C. Navia 43

3 L: Ciruelos - Pichirropulli 523 3 Ss: A. Jahuel 43

4 L: Cautin - Charrua 580 4 Ss: Charrua 44

5 L: Ciruelos - Cautin 617 5 Ss: Crucero 45

6 Ss: Crucero 696 6 L: Laberinto - Cumbre 46

7 Ss: C. Navia 696 7 L: Ciruelos - Cautin 46

8 Ss: A. Jahuel 696 8 L: Cautin - Charrua 46

9 Ss: Charrua 696 9 L: Ciruelos - Pichirropulli 46

10 Base case 696 10 Base case 46

Reliability Resilience



Criticality Identification and Ranking

S. Espinoza, A. Poulos, H. Rudnick, J. C. de la Llera, M. Panteli and

P. Mancarella, "Risk and Resilience Assessment With Component

Criticality Ranking of Electric Power Systems Subject to

Earthquakes," IEEE Systems Journal, vol. 14, no. 2, pp. 2837-2848,

June 2020



Resilience from Distributed Generation: Case of  Wildfires

R. Moreno, D. N. Trakas, M. Jamieson, M. Panteli, P. Mancarella, G. Strbac, C. Marnay, and N. Hatziargyriou, “Microgrids against Wildfires: 

Distributed Energy Resources Enhancing System Resilience”, IEEE Power and Energy Magazine, 2022 January/February issue



Resilience from Distributed Generation: Case of  Wildfires

• Case A: the risk of wildfires in the neighboring area of lines 5 and 6 is neglected

• Case A (OoS): features the same infrastructure as the previous Case A, where the costs of

operation and unserved energy have been re-evaluated, including the risk of wildfires

• Case B: corresponds to the optimal design when the risk of wildfires is appropriately considered



Machine-Learning Driven Operational Decision-Making

M. Noebels, R. Preece, and M. Panteli, “A Machine Learning Approach for Real-time 

Selection of Preventive Actions Improving Power Network Resilience”, Early Access, 

IET Generation, Transmission and Distribution, October 2021



Aggregated Resilience and Reliability Services by DERs



Aggregated Resilience and Reliability Services by DERs
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Y. Zhou, M. Panteli, R. Moreno and P. Mancarella, “System-Level Assessment of Reliability and Resilience Provision 

from Microgrids”, Applied Energy, Vol. 230, November 2018



Is infrastructure and operational resilience enough?

Power Grid 
Resilience

Infrastructure 
Resilience

Operational 
Resilience

Organizational 
Resilience

Ability of the system to 
withstand external shocks / 

robustness / resistance

Ability of the system to mitigate 
impacts and reconnect 

customers rapidly after the 
disturbance



Organizational Resilience

• Organizational resilience: refers to the underlying mechanisms and strategies keeping the infrastructure

together, is a fundamental step towards achieving the three essential capabilities of a resilient system,

namely absorptive, adaptive and restorative capacities.

• Essential in having key staff available, 

and in swiftly mobilising measures to 

support, protect and empower this staff 

to sustain rapid response and recovery 

and limit exposure to the virus. 

• Such provision is imperative to ensure 

the smooth, safe and secure execution 

of operations, maintenance and 

construction activities to ensure 

electricity provision.



Organizational Structure and Interlinkages

S. Skarvelis-Kazakos, M. Van Harte, M. Panteli, E. Ciapessoni, D. Cirio, A. Pitto, R. Moreno, C. Kumar, C. Mak, I. Dobson, C. Challen, M. Papic, C. Rieger, “Resilience of electric utilities 

during the COVID-19 pandemic in the framework of the CIGRE definition of Power System Resilience”, International Journal of Electrical Power & Energy Systems, Volume 136, 2022



Limitations in Regulatory Standards 

- The performance target for NGET is 147MWh (average ENS).

- This is significantly lower than the RIIO-1 target of 316MWh

National Grid, “Annex NGET_A9.11 ENS Incentive”, December 2019 (as part of the NGET Business Plan Submission) (Link)

August 2019 blackout 
1,130MW 

Ofgem – RIIIO-2 Final 

Determination

https://www.nationalgrid.com/uk/electricity-transmission/document/132131/download


Regulatory and Market Matters

Acknowledgement: Prof Pierluigi Mancarella, University of Melbourne



Regulatory and Market Matters
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